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N
ever before has there 
been such an unashamed 
assault on the integrity of 
the sports and 
entertainment industry. 

For more than two years, Saudi 
Arabia has stolen the commercial 
rights and intellectual property of 
every major sports rights-holder, 
movie studio and international 
broadcaster in the world. 

That theft has allowed it to build an 
illegal media empire so brazen that 
at the start of the Premier League 
season this August, it produced a 
promotional video boasting about the 
content it would plunder – the third 
Premier League season on beoutQ. 
It’s a heist so audacious that if it 
were a Hollywood script, you would 
struggle to believe it.

For the viewers of beoutQ, this fiesta 
of international sport, award winning 
television and blockbuster movies 
comes almost free of charge. All they 
need to do is buy a cheap box and 
then sit back and enjoy the spectacle.

Whether it comes via the Arabsat 
satellite or online through IPTV 
streaming services, the world’s 
most valuable content is provided 
by beoutQ on a premium platter to 
millions of consumers across Saudi 
Arabia, MENA and increasingly all 
around the world. 

All this, without a single right being 
purchased. All this in complete and 
utter disregard of both rights-holders’ 
interests and international law.

The economic harm already suffered 
is enormous; not only to my 
company, but to rights holders and 
broadcasters across sport as media 
rights are rendered non-exclusive and 
almost worthless. 

However, far more damaging than 
the immediate economic harm 
is beoutQ’s devastating legacy. 
Even if beoutQ was fully turned off 
today, millions of young consumers 
have grown accustomed to paying 
nothing for everything. They have 
been educated on how to use IPTV 
to readily access premium content, 
wherever they are and whenever 
they want. Worst of all, they have 
seen that certain people, companies 
and countries are above the law. We 
cannot let this stand. 

When the rules apply only to some, 
but not to all – sport and business 
falls apart. If illegal piracy prevails 
– the economic model that we 
all benefit from, and which funds 
grassroots sport, crumbles.  

beIN is doing everything within its 
power to fight this criminality. We 
have fought for justice in courts 
around the world; we have deployed 
the best anti-piracy technology 
on the market; we have lobbied 
governments, enforcement bodies, 
policy makers and media to hold the 
perpetrators to account.  

However, we cannot fight this fight 
alone – this is not just beIN’s battle. 
The future of our industry depends on 
the universal, uncompromising and 
unrelenting action of rights holders, 
broadcasters, sponsors, clubs and 
every stakeholder across sport to 
completely eradicate beoutQ and also 
serve justice on those responsible. 

I welcome this Special Report from 
Leaders in Sport in setting out 
independently and as a matter of 
record the beoutQ story and the 
untold damage it is doing to our 
industry. If ever there was a time for 
‘leaders in sport’ – in other words, 
you – to step forward and safeguard 
our industry’s future, it is now.

Foreword

Yousef Al-Obaidly,  
CEO, beIN MEDIA GROUP
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or just over two years, beoutQ has been 
operating the single most extensive, most 
comprehensive and audacious pirate broadcast 
operation in the history of modern media. 
When Saudi Arabia, the UAE, Bahrain and 

Egypt began a political blockade of Qatar in June 2017, Qatari 
broadcaster beIN SPORTS was prevented from operating in 
Saudi Arabia, credit card payments were blocked, criminal 
sanctions were threatened against any distributors, and its set 
top boxes were confiscated across the kingdom. 

BeIN, one of the largest sports media spenders in the world 
– with some $15 billion tied up in rights fees, and further 
billions invested in infrastructure and production – suddenly 
found the largest of the 24 markets across the Middle East 
and North Africa it has steadily been amassing exclusive 
rights in removed from its books. Not only that, but within 
weeks a pirate service had sprung up in its place, taking beIN 
content wholesale, and rebroadcasting it, rebadged under 
the beoutQ name, across Saudi Arabia and the region.

In the internet age, as broadcast distribution methods for 
content providers have grown more sophisticated and 
various, so too have the ways in which pirates are able 
to steal and redistribute that content. In sport, the last 
few years have seen the issue move from the CTO’s desk 
to the CEO’s. What was once a technical problem alone, 
is now perceived as a strategic issue that threatens to 
undermine the ecosystem built around sport. If piracy 
undermines broadcast rights fees, sport will lose its single 
largest revenue stream. 

F
The story of beoutQ has certainly helped to change 
attitudes. And, as it continues, it will certainly help to 
shift more. Even in an age of advanced internet piracy, 
beoutQ has proved unique and uniquely challenging. 
It is sophisticated; it is brazen; and there are very few 
recourses to shut it down. 

Starting as a ‘standard’ pirate streaming service, by 
October 2017 beoutQ was transmitting ten live HD 
channels, curated largely from beIN content, via satellite 
across the region, selling beoutQ-branded boxes, beoutQ 
annual subscriptions, publishing a rate card for ads to be 
inserted into its programming, and setting itself up as a 
legitimate-looking broadcaster.

Initially, there was a reluctance to treat the issue seriously, 
let alone confront it head on. For the sports rights 
holders, whose content, ultimately, was being stolen, 
the conservative option was to view the issue as an 
overtly political one; with legitimate licensee beIN and 
pirate operation beoutQ simply proxies for a deeper feud 
between Qatar and Saudi Arabia. 

For beIN, it was not easy to identify beoutQ as a significant 
threat to its business, and, when it eventually was, it was not 
necessarily politically adroit to recognise it as such. More than 
two years into the ‘beoutQ era’ and that has all changed.

 “There has finally been a paradigm shift on beoutQ - 
albeit realized far too late - that the operation not only 
poses an existential threat to beIN, but to the whole sports 
and entertainment industry,” says David Sugden, Director 
of Corporate Affairs at beIN Media Group. “That has taken 
a huge effort from all our teams, to present the facts, the 
technical evidence and open people’s eyes to the long 
term effects. For most of us at beIN it’s almost hourly, 
it’s that intense; and it’s definitely got more intense over 
the two-year period that it’s been running, not least due 
to misinformation campaigns from beoutQ and Arabsat 
and the fact the piracy is spreading through ‘piracy of the 
pirates’. It’s utterly all consuming.”

BeIN is losing money. A market of 33 million people 
is now offline, which is bound to have an effect on 
the beIN bottom line, but the rest of its market across 
MENA is being undermined too. In June this year, beIN 
made 360 people redundant, cutting its Qatar-based 

The Netflix of Piracy
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“The big next step is 
reassessing our rights 
portfolio and our relationship 
with rights owners because 
we were sold exclusivity 
and we simply don’t have 
that in MENA because there 
is another broadcaster 
broadcasting the rights in 
the territory we’re supposed 
to be exclusive in.”

David Sugden, beIN Media Group

workforce by a fifth, which, given the robustness of the 
Qatari government, was nigh-on unprecedented for an 
organization of beIN’s size in Doha.

Late last year, beIN launched a +$1 billion international 
investment arbitration against Saudi Arabia. That one 
claim relates to a standalone six-month period in what has 
now been a two-years-long-and-counting period of piracy. 
If beIN is losing money at that rate, it won’t be long before 
rights holders are sharing the financial pain. Already, 
Formula 1 has been on the receiving end of a firm ‘no’ 
from beIN, as the broadcaster opted not to renew its deal 
with the motorsport series when faced with a price it now 
found unacceptable in February this year. 

BeIN has speculated to accumulate when it comes to 
amassing its rights portfolio, and, while in many cases 
paying over market rate, it has always been clear that 
viewership numbers are not the only criteria that determine 
its rights acquisition strategy. BeIN has done its best to 
galvanise rights holders to take their share of ownership 
of the beoutQ problem. And a succession of steadily more 
severe statements and an effort to take legal action on the 
rights holders’ part may have made some headway. But 
the issue persists, and beIN are serious about the global 
implications. “We’ve sent letters to all the major leagues 
requesting discussions about our current rights,” explains 
Sugden. “The big next step is reassessing our rights 
portfolio and our relationship with rights owners because 
we were sold exclusivity and we simply don’t have that in 
MENA because there is another broadcaster broadcasting 
the rights in the territory we’re supposed to be exclusive in. 
On any objective standard applied by any broadcaster, the 
rights fee for ‘exclusive rights’ should be commensurate to 
the level of exclusivity granted; or complete lack thereof. .”

BeoutQ: an unprecedented piracy story
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Dubai-based media group MBC picked up the Formula 1 
rights in March and has taken them free-to-air, but what 
little competitive tension there was across an historically 
challenging sports rights market is now slack to the point 
of non-existent. Another Dubai-based operator, OSN, 
closed down the last of its six pay-TV sports channels 
this July, with beoutQ and illegal streaming in the region 
pinpointed as the prime motivating factor. 

As things stand, beoutQ’s satellite signal has been down 
since early August, with ‘software updates’ promised before 
the start of the European football season still not having 
materialized. The IPTV distribution continues, with beIN 

estimates suggesting there are up to three million beoutQ 
boxes in circulation in Saudi Arabia and the wider region, 
each of them pre-loaded with streaming apps capable 
of broadcasting thousands of channels of content from 
around the world – an attractive bundle of content that has 
given rise to the moniker of the ‘Netflix of Piracy’ for one 
particular pirate app in the package. Even if beoutQ were 
to shut down tomorrow, a significant amount of damage 
has already been done. “This will have a legacy around the 
world,” says Sophie Jordan, Executive Director of Legal 
Affairs of beIN Media Group. “Pandora’s box is open now. 
We see it now with beoutQ encouraging its viewers to 
download apps.” Consumer behaviour is being changed.

Snapshot of stolen sports content broadcast since 2017:
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But how have we got to this point, and what is the way 
forward from here? “In terms of technical countermeasures, 
our efforts are being counteracted by a very sophisticated 
operation,” says Jordan. “All of the state of the art antipiracy 
tools that are being implemented – technical, government 
actions, legal action – are being defeated because we’re not 
fighting a normal piracy operation here.” Ultimately, the 
most effective way of combatting beoutQ is to somehow 
collect and destroy the existing beoutQ set top boxes. 
Or as Javier Tebas, President of LaLiga, one of the more 
collaborate, action-oriented major rights holders in the 
battle against piracy, puts it in his own distinct style, 
“Pirates are like rats. Extermination is nearly impossible.”

This report is an analysis of the unprecedented beoutQ 
piracy, and a case study on the unprecedented tri-
pronged action taken to combat it to date – action split 
along technological, legal, and political lines. Multiple 
senior stakeholders – from rights holders, broadcasters, 
government entities, and legal and technical service 
providers – have been interviewed but many on the 
condition of anonymity, a measure of the sensitivity and 
nervousness around this case.

BeoutQ: an unprecedented piracy story
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June 2017
Saudi Arabia (KSA), Bahrain, Egypt 
and UAE sever diplomatic and trade 
ties with Qatar and impose a land, 
sea, and air blockade

June 2017
Access to beIN website blocked in 
KSA, prohibition of sale of beIN 
set top boxes implemented, beIN’s 
legal right to operate in Saudi Arabia 
unilaterally revoked and criminal 
sanctions threatened against any 
distributor of beIN media content

August 2017
Access to beIN website blocked in 
KSA, prohibition of sale of beIN 
set top boxes implemented, beIN’s 
legal right to operate in Saudi Arabia 
unilaterally revoked and criminal 
sanctions threatened against any 
distributor of beIN media content

ver the course of its existence, beoutQ has 
been available via streaming  - first via a 
website and then via bespoke IPTV apps 
available on its hybrid set-top boxes - and via 
satellite. And while the distribution methods 

have been various, the method for taking the signal in the 
first instance has remained consistent. Very simply, they 
use existing beIN boxes, confiscated across Saudi Arabia 
following the 2017 ruling that unilaterally and overnight 
stripped beIN of its previously fully-approved licence in the 
kingdom, and existing beIN subscriptions, and, rather than 
plugging the HDMI cable from the set top box into a TV, plug 
it into a Master Control Room (MCR) facility where it is edited, 
rebadged, and rebroadcast following a seven second delay. 

“We receive an encrypted feed from the rights holder,” 
explains beIN’s Executive Director of Technology, Israel 
Esteban. “Every license holder has the code to decrypt 
it, so it goes into our MCR, we then broadcast it with 
our own encryption. Our cards together with our set top 
box provide the key to decrypt that encryption. In the 
past pirates would try to defeat encryption. But today 
with internet streaming technology being so accessible, 
compromising encryption takes a lot of effort and usually 
fails, so it’s much easier to subscribe to beIN, you get a 
box, you take the HDMI output and instead of sending it to 
a screen, you just re-stream it. That’s where most piracy is 
coming from today.”

O
Where the beoutQ operation differs from the norm is in 
the curation and editing process, something that ‘normal’ 
pirates are not generally motivated to do given the amount 
of resource it requires. 

beIN has a rights portfolio worth $15 billon, and has invested 
billions more in infrastructure to support that portfolio. It has 
exclusive rights agreements with every major football league, 
and international competition around the world, as well as 
deals with all the US major leagues. It is in the top three 
media spenders on sport anywhere in the world, and almost 
certainly has the broadest sports output of any broadcaster 
on the planet. “We now run 21 channels in sport,” explains 
Duncan Walkinshaw, beIN’s Director of Programming, as he 
leads a guided tour around beIN’s impressive facilities in 
the Qatari capital of Doha. “We’re broadcasting 600 hours a 
day, trilingual, with an offering built around 40 core major 
rights. Most sports channels are built around six. We have 
individual channels with individual studios devoted to 
individual leagues; we’ve got nine studios here in Doha. Two 
are 800 square metres, and the rest are 500 square metres. 
Most broadcasters would be happy with one 500 square 
metre studio.” The investment is staggering and obvious. And 
beoutQ are simply taking their pick, selecting what they want 
from beIN’s suite of channels, and rebroadcasting across 
ten of their own, each one complete with its own on-screen 
beoutQ graphics – handily obscuring beIN’s own logos and 
ticker – its own ad breaks, its own trailers and scheduling. 

The Technological 
Front

Timeline
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September 2017
beIN partners with ten sports rights holders to call publicly for 
KSA to shut down illegal beoutQ. KSA says beoutQ is a Cuban 
and Colombian entity

October 2017
beoutQ enters unprecedented piracy territory by 
launching full HD satellite service, running ten live beoutQ 
channels and selling set top boxes, advertising space and 
subscriptions

“At first they were just re-streaming,” explains Esteban. 
“But within two months, they were broadcasting on 
satellite – the Riyadh-based provider, Arabsat. And that is 
one of the major differences from other pirates.” Satellite 
broadcasting enables higher quality – beoutQ were running 
HD channels – and much higher household penetration. 
“We run OTT services at beIN,” explains Esteban, “but 
broadband distribution across our 24 countries in MENA is 
not universal. Our core viewership is through satellite. By 
having their signal on Arabsat, suddenly they’re reaching 
every household in the region.”

Detection & disruption

Esteban explains that to combat either type of 
distribution – IPTV and satellite – the technological 
tools available to beIN are broadly similar and can be 
categorised as either detection or disruption – that is, 
identifying where the signal is coming from in order 
to shut it down at the source, or disruptive methods 

“At first they were just 
re-streaming. But within 
two months, they were 
broadcasting on satellite – 
the Riyadh-based provider, 
Arabsat. And that is one of 
the major differences from 
other pirates.”

Israel Esteban, beIN Media Group

BeoutQ: an unprecedented piracy story
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February 2018
beoutQ begins serving bespoke 
pirate IPTV apps to its hybrid boxes, 
providing access to thousands of 
channels of sports & entertainment 
content from around the world, not 
only beIN

April 2018
US government places KSA on 
the 2018 Special 301 Watch List for 
inadequate protection of intellectual 
property rights

May 2018
The Omani Ministry of Commerce 
and Industry takes action and blocks 
the importing of beoutQ set top 
boxes in Oman. beoutQ is now being 
pirated by other pirates around the 
world– available in Florida, Geneva, 
Paris, London and elsewhere

making it more challenging to re-broadcast. The network 
also runs floating logos across its output, something 
it concedes creates a poor consumer proposition, but 
the only thing that will ensure beoutQ’s output can be 
identified without doubt as beIN’s. The logos move at 
random across the screen, and cannot, therefore, be 
covered effectively by beoutQ’s graphics operatives. 

Esteban oversees an antipiracy lab in beIN’s Doha 
headquarters that is manned by a team of ten people 
24 hours a day, seven days a week, supported by more 
experts all around beIN’s global network. The majority 
of their work is in running detection processes on a pool 
of illegal services taking beIN signals, but there are now 
employees in place whose sole job it is to monitor the 
output of beoutQ, running detection processes and capture 
and recording evidence. 

Esteban explains that beIN have spent millions on third 
party technology providers over the last two years, 
and they’re constantly evolving their technological 
protections in order to try to stay ahead of the pirates. 
He’s hesitant to be too precise in his explanation of 
exactly how beIN’s detection and disruption processes 
work, but he’s happy to talk in vague terms. “We work 
with vendors to integrate technologies into our set top 
boxes that help us identify smart cards so we know 

which box the leak is coming from. Our CRM system is 
then alerted and that stream is stopped.”

It’s a cat and mouse game, Esteban explains, because smart 
pirates tend to have back-up boxes at the ready. BeIN estimate 
that 10,000 of their set top boxes have been confiscated in 
Saudi Arabia, which means a lot of potential back-up boxes 
at the ready. “We implemented a raft of technical fixes during 
the FIFA World Cup last year,” says Stephen  Ridgway, VP and 
Head of Legal and Business Affairs at beIN, “and they switched 
almost simultaneously to another feed, which just shows the 
sophistication of their operation.” Technological breakthroughs 
during the World Cup did force beoutQ elsewhere – albeit 
momentarily – with Eleven Sports, Telemundo, and RTS all 
finding their coverage reworked. “They’re a professional 
outfit,” continues Ridgway. “During the 2018 UEFA Champions 
League final, we had identified 40 cards as being used by 
them, and switched them all off at once eight minutes into 
the match, expecting and hoping that it would knock them 
out, but within a minute or so the picture had got a little fuzzy 
but it came back up quite quickly, using a feed from another 
broadcaster. The normal technologies, which we’ve invested a 
lot in, whilst they have some effect, unfortunately they’re not a 
solution to piracy on this scale or sophistication.”

Esteban explains that, just as the beoutQ situation 
arose, beIN was in the process of evolving its antipiracy 

Timeline (continued)

10



June 2018
A breakthrough in beIN’s technological antipiracy efforts 
forces beoutQ to find new signals – albeit briefly – with FIFA 
World Cup coverage taken from RTS Sport, Eleven Sports, 
and NBCUniversal Telemundo

June 2018
UEFA, CAF, DFL, and LaLiga issue statements calling for the 
end of beoutQ; FIFA issues a separate statement threatening 
legal action; NBCUniversal and Eleven Sports respond to 
their content being pirated with the threat of legal action

protections in any case; away from ‘fingerprinting’ and 
towards ‘watermarking’. “Fingerprints are a code you can 
see on the screen,” he says, “but they’re easy to cover, and 
your detection capabilities with this are minimal nowadays. 
Watermarking was supposed to be the next silver bullet. It’s 
imperceptible visually. And detection time is very important 
in live piracy. We can’t accept 60 minutes detection time. But 
what we have seen is that watermark technology especially 
for live events has been rapidly defeated.”

In order to avoid detection, sophisticated pirates merge the 
outputs of several set top boxes. This is where disruption 
tools come in to play for legitimate broadcasters. Through 
disruptive measures, Esteban’s technology team attempt 
to ensure the signal won’t look good if several streams 
are merged into one – the picture will black out, freeze 
or pixelate. “But for these guys, who have the tools to 
merge the streams, to manipulate them, it affects the 
watermarking technology itself.”

“For two years we have seen that beoutQ has been very 
sophisticated on that,” Esteban continues. “It’s not a cheap 
operation. The way the current technology was designed, 
it’s not enough. We work with all the available technology 
vendors. We’ve learned a lot about what the weaknesses 
of the current technologies are. But we are not a research 
company and after two years we need the vendors to take the 
lessons we’ve given them and give us the tools that will work.”

Where rights holders help

Monitoring is a hugely costly and unceasing area of any 
antipiracy operation. Since April 2017, a few months before 
beoutQ started, beIN have been working with, amongst many 
others, France-based global monitoring company TMG. “They 
monitor across closed networks and open internet,” explains 
Esteban. “They’ll try to find streams, then use our tools for 
detection, report back when they find anything, and then we 
take action and shut off that subscription.” 

BeIN also works with Swiss-based Nagra, which monitors, 
records, and submits reports on beoutQ’s activity each 
week. Nagra, as well as Cisco and Overon, also submitted 
independent reports used in a French court case to 
establish that beoutQ was being carried on Arabsat. 

“The internet is infinite, so we need the help of as many 
people’s resources to cover it,” says Esteban. “And rights holders 
can help us on monitoring, detection, and knowledge sharing.”

Of all the global football rights holders, LaLiga and also 
the Premier League arguably dedicate the most resource 
to its antipiracy efforts, with the latter spending up to an 
estimated £10 million each year, largely split between legal 
efforts and vendor contracts. It uses vendors to fingerprint 
all its content at source and for general monitoring; a 
vendor to de-list pirate sites from Google; a vendor that 
focuses on social media take-downs; and a vendor that 
scours advertising on pirate sites. Sharing monitoring 
information with beIN is a matter of course. 

“We have challenges with very proficient pirates all over 
the world,” explains the Premier League’s Director of Legal 
Services, Kevin Plumb, “and you have a toolkit at your 
disposal. Sometimes x works, sometimes y works, sometimes 
z works. Usually something will work. But beoutQ is the most 
significant issue that we’re dealing with on antipiracy.”

According to Plumb, the most successful territories for 
antipiracy activity are the ones which have appropriate legal 
provision to allow rapid technological fixes. “The perfect 
antipiracy territory is all about speed and agility,” he says. 
“And so the best mechanism for that is real-time blocking.”

For the 2017/18 season, the Premier League was granted 
a High Court Order for the first time that required the UK’s 
major internet service providers (ISPs) – the likes of Sky, 
BT, Virgin Media, TalkTalk and EE – to block and disrupt 
servers found to be hosting illegal streams of Premier 
League games. Using a specialist vendor, the league could 
now move from detection to takedown in moments, and 
200,000 illegal streams were blocked or disrupted across 
the season.

“In the UK, we block IP addresses of servers in real time,” 
says Plumb. “In alignment with that, we have a number of 
significant criminal cases where we send people to prison 
for a long time. Hand in hand, they work nicely together.” 

In the case of beoutQ, blocking has not been an option, and 
nor has there been any viable legal recourse. 

BeoutQ: an unprecedented piracy story
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June 2018
KSA finally acknowledges beoutQ as 
a “rogue” operator, but denies any 
involvement whatsoever and says it 
fully enforces IP protection within the 
kingdom

July 2018
All seven major rights holders in 
world tennis condemn beoutQ and 
Arabsat piracy 

July 2018
beIN files ‘creative’ legal complaint 
with French prosecutor – given legal 
recourse denied in KSA – on basis that 
Arabsat’s footprint touches France

 f the source of the beoutQ piracy had been 
in almost any other jurisdiction in the world, 
it’s safe to say it wouldn’t have got this 
far. A concatenation of circumstances has 
prevented a range of standard legal options 
from being pursued. 

“What they’re doing is actually not that difficult if you 
have someone who can carry on unaccountable and 
in plain sight,” explains Ridgway. “It wouldn’t be easy 
anywhere else because you couldn’t operate a business 
on this scale in a country where there are rules and laws 
that could be applied so that, at every stage, it could be 
shut down. If this was Sky being pirated in the UK, for 
example, they would have better control over the boxes 
and they would be shutting down the cards being used to 
take the signal in the first place. The pirates would not be 
able to sell branded, illegal set top boxes openly across 
the country; and you’d be able to shut down the satellite 
provider, or they would have their compound shut down. 
When those myriad of laws are completely swept away 
then to some extent you realize how easy it is.”

“If we were in a normal environment the problem would 
have been solved years ago,” reiterates Jordan. “We need to 
look at this problem differently and more creatively and find 
jurisdictional hooks in territories that beoutQ has an effect in.”

“The obvious thing to do is sue in Saudi,” says Ridgway. 
“That’s where copyright infringement is going on, and 
that’s where Arabsat is based; but we can’t get that so – in 
these unprecedented legal circumstances – we’re having 
to scrabble around to find other options.”

I The legal road that beIN and its partners have trodden 
since beoutQ’s launch has been long, winding, and often 
dead-ended. 

To kick things off, beIN found themselves on the wrong 
end of legal action. As a result of the political blockade on 
Qatar, it became unlawful for Qatari businesses to operate 
in Saudi Arabia, and credit card transactions from Saudi to 
Qatar were blocked. Within a year of beoutQ’s launch, Saudi 
Arabia had formally banned beIN SPORTS from operating 
in the country, unilaterally and overnight revoking its license 
and fining it $2 million having found it guilty of violating the 
country’s competition laws. “The practices which they said 
justified the complete removal of our licences are standard 
pay-TV models all around the world, where you require 
people to commit to a certain period on a contract and 
you sell rights as a package of channels rather than only to 
watch the Open golf for example. They blocked us out of the 
market through those decisions, which we are challenging 
as being unlawful, and simultaneously they allowed the 
launch of beoutQ,” explains Ridgway.

Egyptian courts had found beIN guilty of similar anti-
competitive practices earlier in 2018, fining the group $24 
million for ‘monopolisitic’ activity after beIN switched 
their own satellite distribution following the blockade 
from Arabsat and Egypt’s Nilesat, to Qatari-owned Es’hail.

Blocked from entry to the KSA, let alone legal 
representation in it, beIN and its lawyers assessed their 
options in late 2017 and hit upon an unlikely lead. “We 
quite quickly identified that a number of major technology 
providers were unwittingly involved in some form in 

The Legal Front

Timeline (continued)
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August 2018
Independent reports commissioned by beIN are completed 
and filed by technology providers Cisco, Nagra, and 
Overon, evidencing beoutQ’s transmission on Arabsat

October 2018
Qatar Ministry of Economy and Commerce launches WTO 
case against KSA

this service,” recounts Ridgway. “And we knew that if we 
brought a case somewhere like California, we could use 
that process and subpoenas to gather evidence.” One of 
those US-based technology providers, a hosting provider, 
turned up some rather useful evidence. The credit card 
of Dr Raed Khusheim, CEO of legitimate Saudi broadcast 
company Selevision, based in a modern media compound 
just outside Riyadh, had been used to purchase hosting 
services for beoutQ. 

Proving the satellite piracy – and therefore the scale of 
the theft – was the next priority for beIN. By mid-2018, 
there was anecdotal evidence of beoutQ transmissions 
in almost every major city in the world through other 
pirates pirating beoutQ – the so-called ‘piracy of the 
pirates’ contagion effect. When anecdotal evidence began 
emerging of beoutQ being available directly on satellite in 
Marseille and other cities in southern France, it gave the 
beIN legal team a hook. These were satellite broadcasts 
via Arabsat in a country in which Arabsat held a corporate 
office. BeIN launched a case, asking the French courts 
for an injunction. “Sadly, these guys are sophisticated 

“If we were in a normal 
environment the problem 
would have been solved 
years ago. We need to look 
at this problem differently 
and more creatively and 
find jurisdictional hooks in 
territories that beoutQ has 
an effect in.”

Sophie Jordan, beIN Media Group
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October 2018
beIN launches +$1 billion 
international investment arbitration 
against KSA

December 2018
BBC and Sky lobby European 
Commission to take action on 
beoutQ for stealing their content

and play every trick in the book,” says Ridgway, “and 
legal time is much slower than commercial time, so they 
changed the frequency pretty quickly so that by the time 
the case got going, beoutQ was no longer available on 
Arabsat in France. But Nagra had done some excellent 
technical work for us preparing for that case, and had 
produced an independent report detailing where and 
when beoutQ had been available.” 

The court did not grant an injunction, because there was 
not enough damage occurring in France. Arabsat claimed 
it as a victory, ‘proving’ that they had had nothing to do 
with pirate operations. “But significantly,” says Ridgway, 
“the judge clearly accepted the technical report from 
Nagra, which confirmed the availability of beoutQ on 
Arabsat – and that was the only reason we brought this 
clearly-remote case and the only point we cared about.”

Meanwhile, a coalition of football rights holders, led by 
the Premier League, was combining a strategy of carefully 
crafted public statements of condemnation, with a long-

winded process of attempting to bring legal proceedings 
in Saudi Arabia, picking up on the Selevision lead. 

The Saudi judicial system is not unusual in that it requires 
power of attorney to be given to a local law firm. One firm after 
another, having contracted with the rights holder alliance, later 
recused itself, ultimately turning down the reputational boost 
that representing the seven biggest football bodies in the 
world would no doubt bring.  Nine firms and a year later, the 
rights holders – FIFA, the AFC, UEFA, the Bundesliga, LaLiga, 
the Premier League, Serie A (and subsequently joined by LFP) 
– decided to cease that particular line of enquiry, and go public, 
issuing the following joint statement on 31st July this year:

We, the rights holders of various football competitions, 
collectively condemn in the strongest possible terms 
the ongoing theft of our intellectual property by the 
pirate broadcaster known as ‘beoutQ’ and call on the 
authorities in Saudi Arabia (KSA) to support us in ending 
the widespread and flagrant breaches of our intellectual 
property rights taking place in the country.

December 2018
WTO declares its intention to 
investigate violation of IP rights, 
with the European Union, Canada, 
China and others supporting Qatar’s 
case. The USA declines to support 
the case for technical (non-beoutQ 
related) reasons

Timeline (continued)
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January 2018
A football rights holder alliance comprising FIFA, UEFA, the 
AFC, the Premier League, LaLiga, and the Bundesliga issues 
a joint statement on beoutQ and Arabsat

January 2019
Major US sports leagues, movie studios and broadcasters 
make detailed public submissions to US Trade 
Representative

Since May 2018, we have collectively been working with an 
international legal counsel to monitor and compile evidence 
against beoutQ, whose broadcasts are regularly and on an 
industrial scale made available on an illegal basis. Following 
thorough analysis by technical experts of how beoutQ 
operates from a technical perspective, we are satisfied that 
beoutQ is operating specifically to target customers in KSA 
and is utilising the facilities of at least one KSA-based entity.

Over the past 15 months, we spoke to nine law firms in 
KSA, each of which either simply refused to act on our 
behalf or initially accepted the instruction, only later to 
recuse themselves.

As copyright holders we have reached the conclusion, 
regrettably, that it is now not possible to retain legal 
counsel in KSA which is willing or able to act on our 
behalf in filing a copyright complaint against beoutQ. 
We feel we have now exhausted all reasonable options 
for pursuing a formal copyright claim in KSA and see no 
alternative but to pursue beoutQ and a solution to this 
very serious problem of piracy by other means.

beoutQ’s infringement of our rights inevitably harms 
every aspect of the industry, from the rights holders to 
legitimate licensees, consumers and fans, participants 
(including players, clubs and national teams) and 
ultimately, the sport itself. 

We have welcomed previous statements by the Saudi 
Ministry of Culture and Information and the Saudi 
Government against beoutQ. However, given the scale 
of beoutQ’s piracy in KSA and that the piracy continues 
unabated, we request that the Ministry and the Saudi 
Government take swift and decisive action against beoutQ. 

We are committed, collectively and individually, to 
working with all relevant authorities to combat the 
beoutQ piracy.

The big ones, at least as far as beIN are concerned, are 
the two major international cases it is either supporting 
or leading, both launched in October 2018. The first 
is an international investment arbitration; a claim by 
beIN Media Group against the Saudi government for 

damages of +$1 billion stemming from its revocation of 
beIN’s licence to operate in the country and its failure to 
adequately tackle the problem of beoutQ.

“We are saying that the country has completely failed to 
comply with its obligations under the TRIPS agreement, which 
is the main international Intellectual Property treaty which 
nearly every country in the world is signed up to,” explains 
Ridgway. “And that, in short, provides the framework on which 
countries accept the copyright of third countries will be treated 
equally from a protection point of view in that country as their 
own copyrights. And our argument there is that, in our case, 
Saudi Arabia has abandoned any form of copyright protection 
for beIN through allowing the beoutQ service to operate.

“The second one is essentially the same claim but done 
through a different forum and that’s Qatar as a country 
bringing a claim in the WTO against Saudi Arabia as a country, 
and that’s based on similar grounds of Saudi Arabia not 
complying with its obligations under the TRIPS agreement. 
The arbitration one is in theory a better remedy if we were 
successful in it, because you get an arbitration award which 
can be enforced around the world against commercial assets 
belonging to the Saudi Arabian state, from oil to tankers to 
buildings. That’s not the primary reason we’re doing it; we’re 
doing it because it’s the only real way in which we can get legal 
redress at the moment because we can’t have any access to 
the Saudi court. Neither, quite remarkably, do rights holders.”

Much of beIN’s evidence and the documentation it 
has amassed across two years of legal processes is 
documented at beoutq.tv.

BeoutQ: an unprecedented piracy story
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April 2019
US Government upgrades Saudi 
Arabian status in Special 301 Report 
to Priority Watch List, and designates 
beoutQ a ‘notorious market’; UK 
government pressed on beoutQ in 
House of Commons, the House of 
Lords and Select Committee meetings

June 2019
A French court fails to grant an 
injunction, but the judge fully accepts 
technical reports evidencing beoutQ’s 
carriage on Arabsat 

aving focused initially on legal and technical 
solutions, beIN soon realised that a further 
line of attack would be required in order to 
maximise the effectiveness of its campaign 
to combat beoutQ. The communications 

effort – public statements, private persuasion, lobbying 
and galvanising – would be key.

“The bespoke beoutQ IPTV apps, the physical IPTV-enabled 
beoutQ set-top boxes themselves, and beoutQ’s constant 
consumer education on how to use IPTV is like pouring petrol 
on the problem,” says Sugden. But it’s also something that will 
bring more entities into the fight. The boxes carry every major 
broadcast entity from around the world, including sports 
content from any and every major league, and high value 
entertainment content from every major Hollywood movie 
and television studio. While there was often a reluctance on 
the part of commercial entities to become embroiled in what 
they saw as a political fight – especially when that political 
fight required taking sides against Saudi Arabia, a rich country 
whose Vision 2030 plans promise huge amounts of legitimate 
investment for sports and entertainment companies over the 
next decade – beIN’s rights holder outreach tactics very quickly 
started gathering momentum.

On the sports side, though public statements have been 
couched in legal language and slow off the mark, most 

H
rights holders have been fully supportive of beIN’s plight, 
have worked hard to bring their own legal cases in Saudi 
Arabia, and remain, by and large, open to providing evidence 
to support beIN and Qatar’s international investment 
arbitration and WTO claims. Advanced rights holders – and 
the Premier League and LaLiga are acknowledged as the 
leaders on antipiracy – know that the fight against piracy is 
a collaborative one, and that if it’s not entered into, the scale 
of the potential losses could be devastating. “We estimate 
we lose around €400 million a season in business due to 
piracy,” says LaLiga President Tebas. “This amount would 
otherwise contribute to the growth of football in Spain, one of 
the biggest industries in the country, providing employment 
to 185,000 people with a business the size of 1.37% of the 
Spanish GDP. If piracy is not stopped in time it could be the 
ruin of the entertainment, sports and leisure sectors.” 

In fact, it is just Serie A, the Italian top tier division that 
has received some +$500 million in rights fees from 
beIN SPORTS over recent cycles, that has caused some 
consternation with its attempts to have its cake and eat 
it. Part of the rights holder alliance that tried to bring a 
case in Saudi, Serie A has also been able to secure a deal 
believed to be worth $11 million to take its Supercoppa 
Italiana match to Jeddah earlier this year. “The point has 
been made very clear and robustly to Serie A that it’s not 
really acceptable to be taking that tack,” says Ridgway.

The Political Front

Timeline (continued)

February 2019
beIN declines to renew its Formula 1 
media rights deal as a direct result of 
beoutQ
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June 2019
beIN makes +360 employees in Doha redundant, cutting its 
Qatar-based workforce by over 20%, Canal+ also cuts 500 
employees citing piracy

June 2019
UK Chancellor of the Exchequer Philip Hammond visits 
Riyadh and urges Saudi Arabian government to take action 
on beoutQ, raising the issue “at the highest diplomatic level”

“We realised that public pressure would apply a more 
immediate pressure point on the Saudis,” says Sugden. 
“It’s quite hard to remember now, but a year ago Saudi 
Arabia wasn’t under as great a general suspicion as now. 
So we started lobbying governments and beoutQ and 
Arabsat’s fake news campaigns were soon acknowledged 
for what they were.”

The two governments perceived to have the most 
influence in Saudi Arabia are those of the USA and the 
UK. So beIN got to work on both, encouraging its most 
influential rights holder clients in both nations to do the 
same. 

According to a source familiar with US government 
trade and diplomatic relations in the Middle East, the 
government tracked the beoutQ situation for its first six 
months, before assessing its options. According to the 
source, the US government was adamant any potential 
intervention did not conflate the political dispute in 

the region with the technical and legal case of IP theft. 
Needless to say, the blockade is complicated, and not the 
first example of political tension featuring Qatar, the UAE, 
and Saudi Arabia in the region. The blockading countries 
have issued a list of conditions they require Qatar to fill 
before lifting the blockade, one of which is the shutting 
down of Al Jazeera, the main state news broadcaster 
of Qatar. Unwrapping beoutQ’s piracy of beIN SPORTS 
from the political situation in the region is therefore not 
straightforward. 

But US sports and entertainment entities were 
encouraged to make submissions to the US Trade 
Representative on two distinct and globally influential 
reports: the Special 301 Report, and the Notorious 
Markets List. Both highlight markets, territories or 
organisations that fail to protect intellectual property and 
therefore apply public pressure and, effectively, economic 
sanction. Saudi Arabia was included in the Special 301 
Report in 2018 on the Watch List, and found itself elevated 
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Timeline (continued)

July 2019
Football rights holder coalition – now including FIFA, UEFA, 
the AFC, the Premier League, the Bundesliga, Serie A, and 
LaLiga – issues a joint statement revealing its failure to bring 
legal action in KSA after nine local firms refused to act on 
its behalf. Coalition also publishes 158 page technical report 
by MarkMonitor evidencing that Arabsat carries beoutQ. 
Arabsat still denies any involvement

in the 2019 report to the Priority Watch List. BeoutQ, in 
April 2019, was acknowledged by the US government to 
be an illegal pirate and was itself placed on the Notorious 
Markets List. “BeoutQ was listed among only 33 other 
markets in the world,” says Sugden. “Saudi Arabia was 
listed alongside Venezuela and the like on the blacklist. We 
were surprised by how trenchant the US government was 
in the wording. On the back of the Special 301 Report, it 
was very telling that the CEO and Chairman of the MPAA 
(Motion Picture Association of America) in April wrote 
an op-ed, his flagship statement of the year, and called 
out one entity specifically for theft of rights, and that was 
beoutQ. Sadly that’s almost been the extent of the US film 
and entertainment sector’s response to beoutQ, which – 
frankly – is embarrassing compared to the sports industry. 
Particularly so given that no-one will be going to cinemas 
and paying for movies in the future if piracy continues to 
spiral out of control, driven by beoutQ. ”

Whether as a result of the US government action or 
simply a reaction to the demand in Saudi Arabia, it was 
also in early 2019 that US major league sports stopped 
being broadcast on beoutQ, with a near exclusive diet of 
football being served on the ten beoutQ satellite channel 
from then on.

The UK government engagement process has been slow, 
steady, and at times frustrating, with the general state of 
flux and oxygen-sucking focus on Brexit making it hard 
to make headway. But, over time, key figures at four 
government departments – Business; Digital, Culture, 
Media, and Sport; International Trade; and the Foreign and 
Commonwealth Office – were engaged, educated, and 
convinced to act. 

“The UK government engagement programme has really 
ramped up this year,” says Sugden, and that’s been 
through switching the conversation from being beIN, 
a Qatari broadcaster, being stolen from by the Saudis, 
to UK rights holders being at risk through the theft of 
their content via a Qatari broadcaster operating across 
43 markets not just MENA; plus the IPTV element which 
affects everyone. Perhaps we were a bit slow to switch 
that emphasis. But it’s brought rewards because it’s made 
it very real.”

June 2019
On Men’s Finals Day, Wimbledon calls on UK Government 
to exert more pressure, with most of its global broadcast 
partners – including ESPN, the BBC, and Canal+ – 
available  through beoutQ’s apps on the IPTV section of 
its hybrid boxes

“We realised that public 
pressure would apply a more 
immediate pressure point on 
the Saudis. It’s quite hard to 
remember now, but a year 
ago Saudi Arabia wasn’t 
under as great a general 
suspicion as now. So we 
started lobbying governments 
and beoutQ and Arabsat’s 
fake news campaigns were 
soon acknowledged for what 
they were.”

David Sugden, beIN Media Group
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August 2019
beoutQ’s satellite transmission goes down days before 
the start of the European football season, with rumours of 
software upgrades and channel rebranding; beoutQ’s IPTV 
function still operational showing sports & entertainment 
content from around the world

July 2019
Dubai-based pay-TV operator OSN shuts down the last of 
its pay-TV sports channels, citing piracy in the region as a 
deciding factor

And it’s brought a succession of assurances that the 
issue has been raised at the highest levels of diplomatic 
interaction. By May, the UK government was making 
public protestations that it would take on the beoutQ 
pirates with a ‘robust attack’. In July, then-British 
Chancellor of the Exchequer Philip Hammond travelled 
to Saudi Arabia to have a series of discussions centred 
on the trade ties between Saudi Arabia and the UK. The 
volume of bilateral trade between the two countries 
exceeds £5 billion annually. The government stressed 
that beoutQ, and what can be done to stop it, was high 
on the agenda.

The month after Hammond’s visit and after football rights 
holders issued their 158-page MarkMonitor report – again, 
whether by coincidence or direct correlation no-one can say – 
beoutQ’s satellite signal dropped out and, two months later, it 
has yet to return, with the IPTV distribution the only ongoing 
distribution.

Saudi Arabia will assume the presidency of the G20 at the 
end of this year, and will host the meeting of the most 
influential nations’ heads of state in 2020. Not wanting to 
have the beoutQ issue hanging over it for that is likely to 
be a political pressure point worth pressing until then. 
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